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HEPEIMOBA

OcgitHbo-Tipoeciitna nporpama «KibepOesneka» po3poOsieHa Ha OCHOBI
CraHmapTy BUIIOI OCBITH YKpaiHH APYroro (MariCTepCchbKOTo) PiBHS 31 CEIIaIBHOCTI
125 «KibepOesneka» ranysi 3HaHb 12 «IHpopmariiiHi TEXHOJIOT11», 3aTBEPIHKEHOTO
Haka3oM MiHicTepcTBa ocBiTH 1 Hayku YKpainu Big 18.03.2021 p. Ne 332.

P03po0iieHo MpOEKTHOIO IPYIOI0 Y CKITAIL:

IIpizBure,
iM’qa Ta
o 0aTHLKOBI

ITocaga Ta Ha3Ba

HaykoBuii CTyliHb, BueHe 3BaHHs

.. nigpo3ain
mHgp Ta Ha3Ba HAYKOBOI (3a kadeaporo / (3a ocHl(I)l:Hnia nficueM
CHemiaJbHOCTI creniaibHiCTIO) po6oTh)

Kepisnuk npoekmmuoi zpynu (zapanm OITII)

OIICHT Kadeapu
Hou enp JoueHT xadenpu

JPEUC Kanguaar TexHiyHUX HayK, Oe3rexku ,
. oy . o . KOMIT FOTEPHHX
FOpiit 21.05.01 — Iapopmariitna iHpOpMamiifHuX 1 TeXHONOL i
OnekcaHIpoBUY Oe3reka JiepKaBu KOMYHIKaIIHIX
MOJICJTFOBAHHS CUCTEM
CUCTEM
Ynenu npoekmuoi zpynu
KepiBHUK HaBYAJIbHO-
HAyKOBOTO I[CHT
Tpodecop xadenpu i£0 MauiﬁHI/IEy
MOJIOAELIBKA JIOKTOp TeXHIYHUX HAYK, KOMIT IOTEpPHUX p oy
.2 o TEXHOJIOTIH,
Karepuna 21.05.01 — Iapopmariitna TEXHOJIOTIH 1
npodecop kadeapu
BanepiiBaa Oe3reka JiepKaBu MOJICITFOBAHHS ,
KOMIT FOTEPHHUX
CUCTEM i
TEXHOJIOTIH 1
MOJICTFOBAHHS CUCTEM
Crapmuii BUKIagau
BEPETIOK Kanauaar TexHiyHUX Hayk, kadenpu
Cepriit 05.13.06 — Indopmartiiini - KOMIT FTOTEPHUX
MuxaitnoBuu TEXHOJIOT1T TEXHOJIOT1H 1

MOACITIOBAaHHA CUCTCM

30BHIIIHI CTEUKXOJAEPU — PELIEH3EHTH OCBITHBO-NPO(ECIHHOI TPOrpamu:

[pizBuine, im’s Micue podoTu, nocaga, HayKOBHii CTYIIiHb Ta BUeHe 3BAHHS
Ta 1o 0aTbKOBI (3a HAABHOCTI)
KOPYEHKO | HamionanpHU# ~ aBialliiHU  yHIBEpCUTET, 3aBiAyBad Kadeapu Oe3mnexu
Onexcannp iHpopMaLIHHUX TEXHOJOriHM, 3aciay)XeHuH Misd HAyKU 1 TeXHIKH YKpaiHw,
I'puropoBuu | naypeat JlepxaBHoi npemMii YKpaiHH B rajly3i HayKuy 1 TEXHIKH, JOKTOP TEXHIYHUX
Hayk (05.13.21—Cucremu 3axucty iHdopmaitii), mpodecop
IMTAPXVYIb Hamionaneuuii yuiBepcuter «JIbBiBchbka IlomiTexHika», mpodecop kadenapu
JIrobomup 3axucty iHdopmarii, JokTop TexHiyHuX Hayk (05.13.21 — Cucremu 3axucry
TeogopoBuu iHdopwmartii), mpodecop, cexperap migkomicii HMK (7) HMP MOH VYxkpainu
I'TABPMJIEHKO | Anminictpartis JlepxaBHoi ciTy>kO1 crielialIbHOTO 3B 513Ky Ta 3aXUCTy iH(opmarii
Onexkciit VYkpainu, HauyalbHMK YyIpaBimiHHS JlemaprameHTy 3axucty iHGopMarlii,
BagumoBuu KaHJMJ1aT TEXHIYHUX HAYK (32 3r0/1010)




1. MPO®LIIb OCBITHBO-MIPO®ECIMHOI IPOTPAMU

1.1. 3araabHna indpopmanist

IToBHa Ha3Ba 3aKyIaxy
BHIIIOl OCBITH Ta
CTPYKTYPHOI'O MAPO3ALTY

[Tonicbkuii HalIOHAJIBHUIN YHIBEPCUTET
Kadenpa koM’ roTepHUX TEXHOJIOTIM 1 MOJICTIOBAHHS
CUCTEM

OdiuiitHa HA3Ba OCBITHHOI
MporpamMu

Kibepoesneka (Cybersecurity)

CryneHb BHIIIOI OCBITH

Marictp

I"'axy3b 3HaHb 12 «IndopmariiiiHi TEXHOIOTII»
CrenmiajbHiCTBh 125 «KibepOesmnekar»
cre Cryminb BUIIOT OCBITH — MaricT
Ha3sa kBasigikaiii B ym . . p
. CremianpaicTh — 125 KibepOesmneka
JMILIOMI

Marictp 3 k10epOe3nexu

dopMa HaBYAHHSI

JlenHa, 3a04Ha

HasiBHisicTb akpeauTainii

uxu1/piBeHs BUILOT
OCBIiTH

HPK Vkpainu — 7 piBenb, FQ-EHEA — npyruii miukd,
EQF-LLL — 7 piBenn

Tun gunsioMa, 00csr Ta
TepMiH HABYAHHS

Jumuiom Marictpa, oguauanauii, 90 kpenurtis EKTC,
1 pik 14 micsii

IepexymoBu

HasBHicTh AUIIIOMY OCBITHBOTO PiBHS «OaKaiaBp.
[Iporpama ¢axoBuX BCTYITHUX BUITPOOYBaHb JJis OCI0,
o 3700yiIM TMOMEpPeIHIM piBEHb BHINOI OCBITH 3a
IHIIMMH ~ CTICIIaIbHOCTSAMM TIOBMHHA TepeadadaTu
nepeBipKy HaOyTTS 0CO00K KOMIIETCHTHOCTEH Ta
pe3yJbTaTiB HaBUYaHHs, 10 BU3HadeHI CTaHIapTOM
BHUIIIOI OCBITH 31 crierianbHoCTl 125 Kibepbesmneka ajist
nepiioro (6akaaaBpChbKOT0) PiBHSI BUIOT OCBITH.

MoBga(-11) BUKJIAIAHHS

YkpaiHCcbka

Intepuer-aapeca
MOCTIMHOT0 PO3MillIeHHSA
OINCY OCBITHBOI
NporpamMu

https://polissiauniver.edu.ua

1.2. MeTa oCcBiTHBOI MpOrpamMu

dopmyBaHHs (axiBig SIKICHO HOBOTO mpodeciiHoro piBHS (TipodeciitHy
eNiTYy), 3aTpe0yBaHOTO Ha 3araJibHOACP)KABHOMY Ta PEriOHAIIbBHOMY PUHKY Tparl,

3IaTHOTO 3aCTOCOBYBAaTH
($haxoBl KOMIIETEHTHOCTI

y mpodeciiiHiid (eKCIepTHiN) MIsITBHOCTI 3arajibHi 1
3a paxyHOK OTPUMAaHHX MPOTPaMHUX Pe3yIbTaTiB

HaBUYaHHA y cdepi iHbopmaIriitHoi Oe3nexn Ta/ado KibepOe3neKu.

1.3. XapakTepucTHKa OCBITHBOI IPOrpaMu

IIpeameTHa 001acTh
OCBITHBOI IPOrpamMu

O0’exkTH BUBYEHHS:
— CydYacHl TMpOIECH  JOCHIDKEHHS,  aHali3y,
CTBOpEHHS Ta 3a0e3neyeHHs (PYHKIIOHYyBaHHS



https://polissiauniver.edu.ua/konkurs/

1H(pOpMaLIIHHUX CUCTEM 1 TEXHOJIOT1H, 1HIINUX O13HEC-
omepaliiiHuX mporeciB Ha 00’ekTax 1H(popMaIiiHOT
TISTTBHOCTI Ta KPUTHYHHUX 1HPPACTPYKTYp chepu
iH(popMmariiiHoi 6e3nekn Ta/abo Kibepoe3nekw;

—  iHdopmariiini CUCTEMHU (iHbopMaIIiitHO-
KOMYHIKaIiiHi, 1HpopMaIiifHO-TeJIeKOMYHIKAIIiiHi,
aBTOMATH30BaH1) Ta TEXHOJIOT1I;

— 1HpacTpykTypa  00’€KTIB  1H(pOpMaIiHHOI
JUSJIBHOCT1 Ta KPUTHYHUX 1HQPACTPYKTYD;

— CHCTeMH Ta KOMIUJIEKCH CTBOPEHHs, OOpOOKH,
nepenavi, 30epiraHHs, 3HUIIEHHS, 3aXUCTy Ta
BiIoOpakeHHs JaHuX (1HpopMaliitHuX MOTOKIB);

— i"HdopMaIliifHl pecypcu pi3HUX KiaciB (B T.d.
nepxaBHi 1HGOpMaIliiiHI pecypcn);

—  TIporpamHe Ta pOrpamMHO-anapaTHe
3a0e3neueHHs (3aco0m) Ki0ep3axucTy;
—  CHCTEMHU YIPABIIIHHS 1H(pOopMaIiitHOO

0e3nekoro Ta/abo kibepOe3IeKoro;

TEXHOJIOT1i, METO/IH, MOJIEN Ta 3aco0u 1H(pOpMaIITHOT
Oe3neku Ta/abo kibepOe3neKu.

il HaBYaAHHS:

[TinroroBka (axiBIliB, 31aTHUX PO3B’S3yBaTH 3ajadl
JOCIITHUIIBKOTO Ta/a00 1HHOBAIIITHOTO XapaKTepy y
cthepi iHGOpMaIliHHOT Ta/abo KibepOe3eKy.
TeopernuHuii 3MicT MpeAMeTHOI 00J1aCTi
TeopernuHi 3acaii HAyKOEMHUX  TEXHOJOTIH,
¢13M4Hl 1 MareMaThyHi (pyHIaMEHTajdbHl 3HAHHS,
Teopii iAeHTUdIKaUli Ta NPUUHATTA  PILIEHb,
CHCTEMHOTO aHamizy, CKJIaJIHUX CHCTEM,
MOJICJIIOBaHHSI Ta ONTHMI3alli MPOIECIB, TeEOopis
MaTEMaTUYHOI CTATHCTUKH, KpUOTOrpaiyHOro Ta
TEXHIYHOI'0 3aXUCTy 1H(OopMarlli, Teopli pu3HKIB Ta
IHIIUX MUKIUCIUIUTIHAPHUX TEOpPid 1 TMPaKTUK Yy
rainy3i iHdopmarliitHoi 6e3nexu Ta/abo KibepOe3neKu.
MeToau, METOAMKH Ta TEXHOJIOTII

Mertoau, Mozeai, METOAUKH Ta  TEXHOIOTIIL
CTBOpPEHHs, O0OpoOKM, mepemadi, NPUIMaHHS,
3HUINECHHS, B1IOOPAKEHHS, 3aXUCTy (KiOep3axucry)
1H(MOpMAIIHHUX PECypCiB y KiOEpIpOCTOpi, a TAaKOXK
METOAM Ta MOJIeJIl PO3POOKHM Ta BUKOPUCTAHHS
MPUKIIAJHOTO 1 CHEIiadi30BaHOTO IPOTPAMHOTO
3a0e3nedeHHs AJis BUPIIeHHs podeciitHuX 3a7a4 B
raixy3i iHpopmaliiifHoi 6e3rexu Ta/adbo Kioepoe3neKHu.
TexHojiorii, MeTOOM Ta MOJEIl JOCHIKEHHS,
aHajizy, yIpaBJIiHHS Ta 3a0e3MeueHHs
O13Hec/onepaliiHuX MpoLEciB 13 3aCTOCYBaHHSIM




CYKYITHOCTI HOPMAaTHUBHO-TIPABOBUX Ta
Oprasi3aliiiHo-TeXHIYHUX METO/IIB 1 3aCO01B 3aXUCTY
iH(pOpMaLIHHUX pECypCiB y KibepmpocTopi.
IncTpymeHnTH Ta 0012 THAHHS.

3aco0u, MNpuUCTPOi, MEpEeKHE YCTaTKyBaHHA Ta
CepeloBUIlle, TMPUKIATHE Ta  CIeHiali30BaHe
nporpamMHe 3a0e3leueHHs, aBTOMAaTH30BaHI CUCTEMHU
Ta KOMIUIGKCH  TPOEKTYBaHHS,  MOJICITIOBaHHS,
eKCIUTyaTarlii, KOHTPOJIO, MOHITOPUHTY, OOpOOKH,
BIIOOpaXEHHs Ta 3axXUCTy JaHuX (iHGOpMAaIlIHHUX
MOTOKIB), @ TAKOK METOIH 1 MOJICJI TEOPil PU3HKIB Ta
yOpaBiaiHHSI  1HQOpMamiiHUMKM  pecypcaMH  IIpH
JOCIIJKEHHI 1 CYNpPOBOJI)KEHHI 00’€eKTIB
iH(pOpMaLIiHOT MIAIBHOCTI y Tamy3i 1HpopMaIiiHoi
Oe3reku Ta/abo k10epOe3neK.

OpieHTanis 0CBITHBOL
nporpamMu

OcsitHbO-TIpoeciiina mporpama 0Oa3yeTbcs Ha
3araJlbHOBIIOMHUX TIOJIOKEHHAX Ta  pe3ysbTarax
Cy4YaCHHX HAyKOBHMX JOCHIKEHb 3 1H(OpMALITHUX
TE€XHOJIOT1, METOJIB YIPABIIHHSA 1H(POPMALIIHOO
0€e3IeKo10, Oe3mneKu 1H(}OopMaIIHHUX Ta
TEJIEKOMYHIKAIITHUX CHUCTEM, CHUCTEM TEXHIYHOTO
3aXUCTy  1HQopmarlii, aBTOMaTu3alli  0O0pOOKU
iH(dopManii, MpaBOBUX 3acaj 3axXUCTy 1H(pOpMAIli,
KOMIT IOTEPHUX MEpEXK, apXITEeKTypu KOMIT IOTEPHUX
CUCTEM, Teopii Ta MPaKTUKU KpUNTOrpadiuHOTrO
3axycTy 1H(opMaIlii, aaMIHICTpyBaHHS Oe€3IeKH
KOMIT'IOTEPHUX CHCTEM Ta MEpPEX B paMKax SKHX
MO>KJIMBa TofaJibila mpodeciiiHa Ta HayKoBa Kap’epa
3a JaHWUMHU HaIpsIMKamHu.

OcHoBHuii pokyc
OCBITHBOI IPpOrpamMu

CrnemianbHa OocBiTa Ta mpodeciiiHa MiAroTOBKA Y
ranysi iHpopmariifiHoi Ta\abo KibepOe3nekH.

Kirouoni cJIoBa: kibepOe3neka, oesreka
iH(hOpMaIiHUX CHCTEM, OopraHizaiis iHPOpMaIIiHOI
Oe3reku, 0e3nexka KoM FOTEPHUX MEPEX, YIPaBIIHHS
iH(opMaiiHOIO O0€3MeK00, CHCTEMH TEXHIYHOIO
3aXUCTYy 1H(popMmarii, 3aXUCT 1H(popmMmarii,
aJAMIHICTPYBaHHS CUCTEM K10epOe3MeKH.

YHIKAJBHICTH OCBITHBLOI
nporpamu

3anydyeHHsT 3/100yBadiB BHUIIOI OCBITH Yy TIPOIIEC
CTBOPEHHsI 1HHOBAILIMHUX MPOJYKTIB Ta CTApTaIliB Y
rany3i iHdopMariitHoi Oe3neku Ta/abo kibepOe3neku
Ha ©Oa3i imkuHipmHTOBOi  mmkomm  Noosphere
(https://noosphereengineering.com)



https://noosphereengineering.com/

1.4. llpuaaTHicTh BUILYyCKHHMKIB 10 MPaleBJIAIITYBAHHS

Ta MIOJAJBIIOIr0 HABYaHHA

IpunatHicTs 10
NpaneBJIAIITYBAHHS

PoGoui Micusi B JAep:KaBHOMY Ta TMPUBATHOMY
cekTopi y cdepi 6e3nexu iHPOpMAIIITHIX TEXHOJOTIH,
3aXHUCTY KOMIT FOTEPHHUX CHCTEM Ta MEPEK, OpraHizarii
iH(MopmarriiiHoi Ta kibepOesneku. 3o0kpemMa, 3100yBadi
BUIIOT OCBITH, SKi 3100ynu ocBity 3a manoto OIIII,
MOXYTb 3aiiMaTH Taki Mocay, 3riHo A0 HarionansHoro
knacudikaropy mpodeciit JIK 003:2010 (i3 3miHaMn) sIK:
2149.2 | IIpodecionan i3 opranizauii iHpopmaLiiiHOi Oe3neKn
2149.2 | Tlpodecionan i3 opranizamii 3axumcty iHQOpMAaii 3
00MEXEHHM JOCTYTIOM
®axiBenp 3 TUTaHb Oe3mekH (iHpopMaIiifHO-KOMYyHIKaliifHi
TEXHOJIOT11)
®daxiBenp chepu 3axucTy iHPOpMarii
®daxiBenp 3 MATPUMKH iHPPACTPYKTYpH KiOEP3axXUCTY

2139.2

2139.2
2139.2

AxkajemivyHi mpaBa
BUIIYCKHHMKIB

[IponoBkeHHsT OCBITH 32 TPETIM (OCBITHHO-HAYKOBHM)
piBHEM  BuIOi ocBiTh. HalOyTrs  jmomaTtkoBuX
kBai(ikalliii B CHCTEMI OCBITH TOPOCIIHUX.

1.5. BukjiaganHg Ta OMiHIOBAHHA

Bukiaaganusa ta
HABYaHHSA

Jlekii, mabopaTtopHi poOOTH, CEMiHAPH, MPAKTUYHI
3aHATTS, CaMOCTIiiHA po0OOTa, KOHCYJbTAIlll, 3alliKH,
ICTIUTH, TPAKTUKH, KypcoBa poOota (IIPOEKT),
MiJrOTOBKA KBaji(ikaliiHoi po6oTH MaricTpa.

OuinoBanug

OruiHIOBaHHS aKaJeMIYHUX YCHIXiB 37100yBadiB
3mificHroeTbed  3a  100-0anmpHOro mkaimoro €KTC
(ECTS) 3 000B’SI3KOBUM TMEPEBEJCHHSM OIIHOK JI0
HAI[lOHAJIHHOI IIKAJIH.

1.6. IIporpaMHi KOMNIETEHTHOCTI

Inrerpanbua
KOMIICETEHTHICTh

31aTHICTD ocobu pO3B’s3yBaTH 3aaadi
JOCIITHUIBKOTO Ta/ab0 1HHOBALIMHOTO XapaKTepy Y
cthepi iHGOpMaITIHHOT 6e3nekn Ta/abo KiGepOe3meKHy.

3arajabHi
komneTeHTHOCTI (3K)

3K 1. 3mgartHICTb
NPAKTHYHUX CUTYAIIisIX.

3K 2. 3pmarHICT, TPOBOAWTH JOCIIKCHHS Ha
BIJIMTOBITHOMY PiBHI.

3K 3. 3pmarHicTh A0 aOCTPaKTHOTO MHCIICHHS,
aHaJli3y Ta CUHTE3Y.

3K 4. 3patHicTh OLIHIOBaTH Ta 3abe3mneuyBaTH
AKICTh BUKOHYBAaHUX POOIT.

3K 5. 3paTHICTh CHUIKYBaTUCS 3 MPEICTaBHUKAMU
HIIMX NPOodEeCciiHUX TPYII PI3HOTO PiBHS (3 EKCIEpTaMHU 3
THIIUX raJTy3eil 3HaHb / BUJIIB €KOHOMIYHOT T1sTbHOCTI).

34aCTOCOBYBATH 3HAHHA Y

daxoBi
koMmieTeHTHOCTI (PK)

OK 1. 3paTHICTh OOIPYHTOBAHO 3aCTOCOBYBATH,
IHTErpyBaTu, po3po0JsATH Ta yIOCKOHAJIIOBATH
cydyacHi 1HQopmariiiHi TexHojorii, (i3uuHi Ta




MaTeMaTH4YHI MOJIEN, @ TAKOK TEXHOJIOT1i CTBOPEHHS
Ta BUKOPUCTAHHS MPHUKJIAIHOTO 1 CHEI1ali30BaHOTO
IporpaMHOro  3a0e3meueHHs A7 BUPIMICHHS
npodeciinux 3ana4 y cdepi iHpopmariiitHoi 6e3nexu
Ta/abo0 KibepOe3neKHy.

@®K 2. 3gaTtHicTh pO3pOOIATH, BIIPOBAKYBATH Ta
aHaI3yBaTH HOPMATUBHI JOKYMEHTH, TOJIOKCHHS,
IHCTPYKIII1 1 BAMOTH TEXHIYHOI'O Ta OpraHi3aIliifHOro
CIIpSIMYBaHHS, a TaKOX 1HTErpyBaTH, aHATI3yBaTH 1
BUKOPHCTOBYBAaTH  Kpallli  CBITOBI  IPAaKTHKH,
CTaHJapTH Yy mpodeciiHiil IisuIbHOCTI B cdepi
iHopMariiiinoi 6e3neku Ta/abo kibepOe3neKu.

®OK 3. 3paTHICTh JOCTIIKYBaTH, PO3POOIATH 1
CYNMPOBOKYBAaTH METOAM Ta 3aco0u iHpopMariitHoi
Oesnmexku Ta/abo  kibepOe3nmeku Ha  00’e€KkTax

1H(hopManiiHoT JUSTTBHOCTI Ta KPUTHYHOI
1H(paCTPYKTYpH.

O®OK 4. 3paTHICTh aHaNI3yBaTH, PO3POOIATH 1
CYNPOBOIKYBATH CUCTEMY yIpaBIiHHS

iH(dopmaliiiHolo Oe3nekoro Ta/abo KidepOe3neKoro
opranizaiii, ¢GopMyBaTH CTpaATErit0 1 MOJITUKH
1H(dopMaIiiHo1 Oe3mneku 3 ypaxyBaHHSIM
BITUM3HSHHUX 1 MIXKHAPOJIHUX CTAHJIAPTIB Ta BUMOT.

O®OK 5. 3maTHICTh 10 OCHIIKEHHS, CUCTEMHOTO
aHamizy  Ta  3a0e3neueHHs ~ Oe3nepepBHOCTI
Oi3Hec/onepariiiHuX MPOIECIB 3 METOK BHU3HAYCHHS
Bpa3MBOCTEN 1H(POPMALIIMHUX CUCTEM Ta PECYpCIB,
aHaII3y PU3MKIB Ta BU3HAYEHHS OLIHKM iX BIUIMBY y
BIJIMOBIAHOCTI 10 BCTAHOBJIEHOT CTpATETii 1 MOJITHKH
iHpopmaniiiHoi  Oe3neku Ta/abo  KibepOe3neku
oprasi3artii.

O®K 6. 3gaTHICTh aHaII3yBaTH, KOHTPOJIOBATU Ta
3a0e3mevuyBaT CHUCTEMY YIIPaBIIHHS JOCTYIIOM [0
iH(OpMAIIHHUX PecypciB  3TiIHO  BCTAaHOBJIEHOI
cTparerii 1 moJMiTUKH 1H(OopMaIiiHo1 6e3nexku Ta/abo
Ki0epOe3reku opraHizariii.

OK 7. 3maTHICTh AOCHIHKYBATH, PO3pOOIATH Ta
BIIPOBA/DKYBAaTH  METOAW 1 3aXOAd  MIPOTHUIIL
KiOepIHITUACHTAM, 3I1HCHIOBATH npoleaypu
YHOPAaBIIIHHS, KOHTPOJIO Ta PO3CIHIIyBaHHSA, a TAKOXK
HaJaBaTH PEKOMEHJAIlii 00 TONEPEDKEHHS Ta
aHaii3y KiOepiHIUACHTIB B LILJIOMY.

OK 8. 3paTHICTh JOCHIIXKYBaTH, PO3POOJIATH,
BIIPOBAPKYBAaTH Ta CYIPOBODKYBAaTH METOAHM 1
3aco0u KpunTorpadiqyHoro Ta TEXHIYHOTO 3aXHUCTy
iH(popmari Ha 00’ekTax iH(MOPMAIIHHOT AISITHHOCTI




Ta KPUTHYHOI 1HQPACTPYKTYpH, B 1H(OpMALIHHUX
CHUCTEMAaX, a TakKOX  3JaTHICTh  OI[IHIOBAaTH
e(heKTUBHICTD ix BUKOPHUCTAHHS, 3T1IHO
BCTAHOBJICHOT CTpaTerii 1 MOMITHKU 1H(OpMaIIHHOT
6e3neku Ta/abo KibepOesneku opraHizaiiii.

®K 9. 3pmatHicTh aHami3yBaTH, pO3POONIATH i
CYNPOBOXKYBATH CHUCTEMY ayJIUTy Ta MOHITOPHUHTY
eeKTUBHOCTI  (QYHKI[IOHYBaHHS 1HGOPMAaIIHHUX
CHUCTEM 1 TEXHOJIOT1H, Oi3Hec/onepaIiiiHuX MpoIIeCiB
B ramy3l iHdopMmamiitHoi  Oe3reku  Ta/abo
KibepOe3neku opraHizaili B [iJOMy.

®K 10. 3paTtHICTh TPOBAIUTH  HAYKOBO-
NeJaroriuydly JAisUIbHICTh, IJIAHYBaTH HAaBYaHHS,
KOHTPOJIIOBATH 1 CYNpPOBOKYBaThd poOOTy 3
MIEPCOHAJIOM, a TAKOK MPUIIMATH €PEKTUBHI PIILICHHS
3 MATaHb 1H(POpPMAIlIITHOT Oe3eKu Ta/abo Ki0epOe3neKH.

1.7. IlporpamHi pe3yiabtatu HaBuanus (PH)

PH1. BinpHO crijIKyBaTUCh JEP/KABHOIO Ta IHO3EMHOI0 MOBaMH, YCHO 1 TUCBMOBO
JUIS. TIPEJICTaBICHHS 1 OOrOBOpPEHHS PE3yibTaTIB JOCTIKEHb Ta 1HHOBAIIIM,
3a0e3neueHHs Oi3Hec\omepaIifHuX MPOIECiB Ta MUTaHb TPOPECIHHOT AiSUTBHOCTI B
raiy3i iHpopmarliiiHoi 6e3nexu Ta/adbo kibepOe3neKu.

PH2. InrerpyBatu ¢yHIaMeHTaJIbHI Ta CIE€LIabHI 3HAHHA JJI1 PO3B’SI3yBaHHS
CKJIaIHUX 3aJiay 1H(opMalliitHo1 Oe3neku Ta/abo KibepOe3neku y MHUpPOKux ado
MYJTbTUANCIUIITIHAPHAX KOHTEKCTaX.

PH3. IlpoBaauTtu H#OCHIAHMIIBKY Ta/a00 1HHOBAIIMHY MOISUIBHICTH B cdepi
1H(popmarliiiHoi Oe3neku Ta/abo ki0epOe3neku, a Takoxk B cepi TEXHIYHOIO Ta
KpunrorpadiyHoro 3axucTy iHpopMmaiii y kKibeprmpocTopi.

PH4. 3actocoByBaTtH, I1HTErpyBaTH, pO3pOOJSATH, BIPOBAIKYBaTH Ta
YIOCKOHAIIOBAaTH Cy4acHl 1H(opmaliiiiHi TexHoJorii, (pi3nyHi Ta MaTeMaTH4HI
METO/H 1 Mojie B cdepi iHpopMalliitHoi 6e3nexu Ta/abo kibepOe3nexu.

PHS5. Kputuuno ocmucmioBatu mpoOiemu iHbopmarliiiHoi Oe3meku Ta/abo
Ki0epOe3IeKku, y TOMy YHCIl Ha MIKTaly3eBOMY Ta MIKIUCIMIUTIHAPHOMY PIBHI,
30KpeMa Ha OCHOBI PO3YMIHHSI HOBUX pE3YyJIbTaTIB I1HXEHEPHUX 1 (i3HUKO-
MaTeMaTHYHUX HAyK, a TAKOK PO3BUTKY TEXHOJIOTIH CTBOPEHHS Ta BUKOPUCTAHHS
CIEI1aJ1I30BaHOI0 MPOrPAMHOTO 3a0€3MeUeHHS.

PH6. Anaini3zyBaTu Ta OI[IHIOBATH 3aXMIIEHICTh CUCTEM, KOMIUIEKCIB Ta 3ac00iB
Ki0ep3axucTy, TEXHOJOrli CTBOPEHHA Ta BHUKOPUCTAHHA CIHEI1a]lI30BAHOIO
MPOTPAMHOT0 3a0€3MCUCHHS.

PH7. OOrpyHTOBYBaTH BUKOPUCTAHHS, BIPOBAKYBAaTU Ta aHAJI3yBaTH Kpalll
CBITOBI CTaHJAPTH, TPAKTUKH 3 METOIO PO3B’sI3aHHS CKJIAIHUX 3a7a4 MpodeciiHOol
TISTTEHOCTI B Tamy31 iHpopMaliiiiHoi 6e3neku Ta/abo kidepoe3nekH.

PHS. HocnimxyBaTH, po3poOJsSTH 1 CYNPOBOIXKYBATH CHCTEMH Ta 3aco0H
iHpopmariiinoi Oe3meku Ta/abo kibepOe3mekn Ha 00’ekTax 1HPOPMAIIHHOT
TISITEHOCTI Ta KPUTHYHO1 1HQPACTPYKTYPH.




PHY. AmnanizyBatu, po3poOyaTH 1 CYNPOBOKYBAaTH CHUCTEMY YIIPaBIIHHS
iH(popmarriiiHoo 6e3mexoro Ta/abo KibepOesneKkoro opraHizamii Ha 0a3i cTparerii 1
MOJIITUKY 1H(OpMAIIHHOT Oe3MeKH.

PH10. 3a0e3neuyBatu Oe3nepepBHICTh Oi3HEC/OnepaniiHuX MPOIIECiB, a TAKOX
BUSIBISITA YPa3MBOCTI 1H(GOpPMAIIHHUX CHUCTEM Ta pEeCcypciB, aHali3yBaTH Ta
OIIHIOBATH PU3UKH IS iHGOopMarliitHoi Oe3mexu Ta/abo KibepOe3neKu opranizariii.

PH11. AmnanmizyBatu, KOHTpOJIOBaTH Ta  3abe3nedyyBaT  e(eKTUBHE
(GYHKIIIOHYBAaHHSI CUCTEMH YMPABIIHHA JOCTYIOM J0 1H(pOpMAIIHUX pecypciB
BIJIMOBITHO /IO BCTAHOBJICHUX CTpaTErii 1 MOIITUKH 1H(POpMAIIHHOT Oe31eKH Ta/abo
KibepOe3neKku opraHizartii.

PH12. locnimkyBatu, po3poOJsiTi Ta BIPOBAKYBATH METOAM 1 3aX0U MTPOTU/II]
KiOepIHIIMeHTaM, 3JIMCHIOBAaTH MPOLEAYpH  YNPABIIHHSA, KOHTPOJIIO Ta
pO3CIiAyBaHHs, a TAKOX Ha/laBaTH PEKOMEH/ Al 010 MONEPEIPKEHHS Ta aHAI3y
KiOEpIHIMICHTIB B LIIJIOMY.

PH13. [HdocmixyBaTu, po3poOsiTd, BIOPOBAIKYBAaTH Ta BHKOPHUCTOBYBATU
METOAM Ta 3aco0M KpUNTOTpaiuHOrO Ta TEXHIYHOIO 3axXUCTy 1H(opmanii
Oi3Hec/omepaliifHuX TMpoIeciB, a TaKOoX aHali3yBaTH 1 HaJAaBaTH OLIHKY
e(EeKTUBHOCTI IX BHUKOPUCTaHHS B I1H(QOpPMAaLIMHUX CHUCTEMax, Ha 00’ e€KTax
1H(pOpMaIIHOT ISUIBHOCTI Ta KPUTHYHOI 1H(PPACTPYKTYpPH.

PH14. AmnamizyBatu, po3poOJisiTH 1 CYNpOBODKYBATH CHCTEMY ayAuTy Ta
MOHITOPUHTY €(PEeKTUBHOCTI (PYHKI[IOHYBaHHS i1H(OpPMAIIHHUX CHUCTEM 1
TEXHOJIOri#, Oi3nec\omeparliiinux mporeciB y cdepi indopmamiitaoi Ta\abo
Ki0epOe3IeKku B IIOMY.

PHI15. 3po3ymino 1 HeIBO3HAYHO JOHOCUTH BJAcCHI BHCHOBKH 3 MpobieM
1H(popmaliiiHoi 6e3neku Ta/ado KibepOe3neku, a TaK0kK 3HAHHSA Ta MOSICHEHHS, 1110
iX OOIpYHTOBYIOTH JI0 IEPCOHATY, MAPTHEPIB Ta IHIIUX OCIO.

PH16. Tlpuiimatun oOrpyHTOBaH1 PIIIEHHS 3 OpraHi3alliifHO-TEXHIYHUX IMUTaHb
iH(opMaitiitHo1 Oe3neku Ta/abo KibepOe3neKy y CKIaJHUX 1 HemependauyyBaHUX
yMOBax, y TOMY UHCJl 13 3aCTOCYBaHHSIM CyYacHUX METOMIB Ta 3aco0iB
ONITHUMIi3allii, MPOTHO3YBAaHHS Ta MIPUIHATTS PIllICHb.

PH17. MaTtu HaBUYKM aBTOHOMHOTO 1 CaMOCTIMHOTO HaBYaHHs Yy cdepi
iH(popmarliiiHoi Oe3neku Ta/ab0 KiOepOe3neku 1 AOTUYHUX Tally3eld 3HaHb,
aHaJI13yBaTH BJIACHI OCBITHI TOTPeOU Ta 00’ €KTUBHO OIIHIOBATH PE3YJIbTATA HAaBYAHHSI.

PH18. IlnanyBaTh HaBYaHHS, a TaKOX CYINPOBOIKYBaTH Ta KOHTPOJIIOBATH
poOOTY 3 TIepcoHaIoM y HanpsaMmy iHdopMaliitHoi 6e3reku Ta/abo KidepOe3neKku.

PH19. OOGuparu, anamizyBaTu 1 po3poOJsSTH MPUIATHI TUIIOBI aHATITHYHI,
pPO3paxXyHKOBI Ta €KCIIEPUMEHTaJbHI METOAU Kibep3axucry, po3poosiarTu,
peani3oByBaTH Ta CYNOPOBOUKYBAaTH TIPOCKTH 3 3aXHCTy i1H(popMamii y
KiOeprpocTopi, IHHOBAIIMHOL ISITHHOCTI Ta 3aXKUCTY 1HTEICKTYaIbHOI BIACHOCTI.

PH20. CraButu Ta BUpIIIYBAaTH CKJIa/H1 1HKEHEPHO-TIPUKIIAIH] Ta HAYKOBI 3a7a4l
1H(popmarliiiHoi Oe3neku Ta/abo kidbepOe3neKku 3 ypaxyBaHHSIM BUMOT BITUU3HSIHUX
Ta CBITOBUX CTaHAAPTIB Ta KPAIUX MPAKTHUK.

PH21. BukopucToByBaTH METOAM HATYPHOTO, (PI3UYHOTO 1 KOMII FOTEPHOTO
MOJICTIOBaHHSL JUIsl JOCIIJKEHHsI TPOLECiB, SKI CTOCYIOThCA 1HGOpPMAIIHHOI
oe3mneku Ta/abo KidbepOe3neKu.
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PH22. TIlnanyBaTu Ta BHUKOHYBaTH €KCIEPUMEHTalbHI 1 TEOPETUYHI
JOCTIPKEHHS, BUCYBaTH 1 MEPEBIPATH TIMOTE3H, OOMpATH Ui LbOTO NMPUAATHI
METOJU Ta IHCTPYMEHTH, 3A1MCHIOBATH CTAaTUCTUYHY OOpPOOKY JaHHX, OI[IHIOBATU
JIOCTOBIPHICTD PE3YJIbTATIB JOCTIIKEHb, ApTYMEHTYBAaTH BUCHOBKH.

PH23. O6rpyntoByBaTu BuOip mporpaMHOro 3a0e3leuyeHHs, YCTaTKyBaHHS Ta
IHCTPYMEHTIB, 1H)KEHEPHHUX TEXHOJIOTIH 1 MPOIECiB, @ TAKOK OOMEXKEHb 1010 HIX
B rajiy3i iHpopmariiiHoi 6e3neku Ta/abo KibepOe3neKkn Ha OCHOBI Cy4YaCHHUX 3HaHb
y CYMDKHHUX Tally3sX, HayKOBOi, TEXHIYHOI Ta JOBIJKOBOi JIITEpAaTypH Ta 1HIIOI
JTOCTYMHOT 1H(OopMaIrii.

1.8. AkageMiuHa MOOLIIBHICTH

Hauionanbna Ha ocHOBI  JBOCTOpOHHIX  JIOTOBOpPIB  MIX
aKaJaeMiuHa [TonicbkUM HalllOHANBHUM YHIBEPCUTETOM Ta 1HITUMHU
MOOIJIBHICTH 3BO VYkpaiHu.
Mixxnapoana . -

poX 3akopaonHi 3BO, 3 AKMMM yKJIaJeHl TOrOBOpU Ta
akajgeMiuHa :

A HaJIaroJKeHa CIIiBIpars.

MOOUIBHICTH

1.9. O6csar kpeautiB EKTC,
HeOoOXiTHUH 1JI5 3100yTTH BiAMOBIIHOI0 CTyNeHs BULIOI OCBITH

OO6csr ocBiTHRO-TIpodeciiinoi nporpamu — 90 kpeautiB EKTC;

Minimym 60% o00csATy OCBITHBOI HpOorpaMu Mae OyTH CHOPSIMOBAaHO Ha
(GopMyBaHHS 3arajlbHUX Ta cHelialbHUX ((PaxoBHX) KOMIIETEHTHOCTEH 3a
CHeniagbHICTIO0, BU3HAUeHNX CTaHIapTOM BHUIIOI OCBITH.

Minimym 15 kpenutiB EKTC mae OyTH npu3HAYEHO ISl IPAKTHKU.

3akia[ BUILOI OCBITM Ma€ MpaBO BH3HATH Ta mepe3apaxyBatu kpeautu €KTC,
OTpUMaHi 3a MOMepeTHHOI0 OCBITHROIO ITPOrPaMOIO IMTiATOTOBKK MaricTpa (Crieriamicra)
3a IHIIOK crieranbHICTI0. Makcumanbauii oocsar kpeautiB €EKTC, mo mMoxe OyTH
nepe3apaxoBaHMii, CTAaHOBUTH 25% BiJ1 3arajlbHOTO 0OCSTY OCBITHBOT ITPOTPAMHU.
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2. NEPEJIIK KOMIIOHEHT OCBITHHO-IIPO®ECIVMHOI ITIPOTPAMHU

TA IX JIOTTYHA HOCJAIJIOBHICTH

2.1. Ilepesiik KOMIIOHEHT OCBITHBbO-NIPOgeciiinoi mporpamu (OIIII)

Kon . U Km’mm . ®opia
KOMIIOHEH I KoMmnonenTu ocBiTHLO-ipodeciiiHol mporpaMu | KPeIUTiB | MiZICyMKOBOIO
€EKTC | xkontpOmo
OBOB’A3KOBI KOMIIOHEHTHA
Huxkn 3azanvnoi niozomoexku
OK1 MeTomom0ris HAyKOBUX JAOCTIHKCHb 4 3aimik
OK2 daxoBa iHO3eMHa MOBa (piBeHb B2) 4 3aimik
Bcwvoeo 3a yuki: 8
Huxkn npogpeciiinoi niocomosexu
OK3 Kibep6esneka 00’ €KTiB KPUTHUUHOI 1HOPACTPYKTYpHU 4 Exk3amen
OK4 [ndopmarriiina O6e3neka coriaaTbHUX CUCTEM 4 Exk3amen
OK5 MopentoBaHHs NPoOIECIB KibepOe3neku 4 Ex3amen
OK6  (Cucremu BUSIBIICHHS] BTOPTHEHD 4 3anmik
OK?7 Cucrtemu ynpasiiHHs iHQOpMaILiiHOKO OE3MEKOI0 4 Exk3amen
OKS KOMH?IeKCH TGXH.i‘{HI/IX Ta KPI/IHTOFpa(i)i‘lHI/IX 6 Ex3amen
3aco01B 3axucty iHpopmarlii
OK9 KoMIuiekcHi cucTeMu CaHKLIOHOBAHOTO AOCTYIY 7 Exsamen,
KypC. IPOEKT
OK10 |ludpoBa kpumiHaIiCTHKA 6 3anik
OK11 |BupoOnuua npakTuka 7 3axuCT 3BITY
OK12 g:;f@ﬁf:ﬁ%ﬁ? gfggzglca 32 TEMOIO MariCTepPChKO1 3 3axucr 3pity
OKI3 | amipantiingt pogors ¢ | e
Bcvoeo 3a yuxn: 58
3aranbHuil 00cAr 000B’AI3KOBUX KOMIIOHEHT 66
BUBIPKOBI KOMITIOHEHTHU
BK1 Bubipkosa nucuurmriga 1 4 3anik
BK2 BubipkoBa qucuuriina 2 4 3anik
BK3 BubipkoBa nucuurutiza 3 4 3anik
BK4 Bubipkosa nucuuruiiga 4 4 3anik
BKS5 BubipkoBa nucruriza 5 4 3aiik
BK6 BubipkoBa nucturuiina 6 4 3aiik
3aranbHuil 00cAr BUOIPKOBUX KOMIIOHEHT 24

3araapaui oocar OIIII




2.2. CTPYKTYpHO-JIOTiYHA cXeMa OCBiTHbO-NIpodeciiiHoi mporpamMu

1 cemecTp

2 cemecTp

3 cemecTp

A

[Hdopmariitna 6e3nexa
COLIIAIEHUX CHCTEM

A

®daxoBa iHo3eMHa MoBa (piBeHb B2)

A

KibepOesmeka 06’ exTiB
KPUTHUYHOI iHYPaCTPyKTypH

A

CucremMu BUSIBJICHHS BTOPIrHCHb

CucreMu yrnpaBiiHHS
iHQOpMAaIiHHOIO Oe3MeKOr0

MeTo/10710Tisl HAYKOBUX JOCIIIKEHb

MonenroBaHHS MPOIIECiB
kiOepOe3neku

KommuekcHi cuctemu
CaHKI[IOHOBAHOTO JJOCTYITY

BupoOnuya mpaktuka

A

BubipkoBa gucrurmiina 1

BubipkoBa gucruriina 2

Kommnekcu TexHiuHuX Ta
KpunrorpadiqHux 3aco0iB 3aXUCTy
iHpopMarii

Bubipkora quciurmiiba 3

[udposa kKpuMiHATICTHKA

IlepenaunnomHa npakTuka

BubipkoBa quctmmiina 4

BubipkoBa gucruruiiza 5

BubipkoBa qucrurmiina 6

ITixroroBka i 3aXucTt
KBasidikamiiiHoi podoTn

\ 4
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3. DPOPMA ATECTAIIII 3IOBYBAYIB BUIIIOI OCBITH

dopma arecramii
3100yBayviB BUIIOI OCBITH

Arecraris 3aiicHIOETECS Y (opmi TyOIigHOTO
3aXUCTY KBaJi(ikaIiitHoi poOoTH.

Bumoru no
kBaJipikaniiiHoi podoTn

Ksamidikariiina po6ota Mae po3B’sI3yBaTH CKJIaJHY
3amauy iHpopMaIiiftHoi O6e3meku Ta/ado KibepOe3neku i
nependadyaTd  TPOBEAEHHS  JOCHIIKEHb  Ta/abo
3I1HCHEHHS 1HHOBAII.

Kpamidikamiitna poOoTa HE TIOBHHHA MICTUTH
aKaJeMIgHoro 1ariaty, gadpukarii, ¢paiscudikarii.

Kpanidikamiitna pobora mae OyTh posmillieHa Ha
odimiitHOMy caiiTi (a00 y peno3uTopii) 3aKiaay BUILO]
ocBiT abo #oro migpo3auty.  OnpuitoaHEHHS
KBamdikamiiHuX poOIiT 3 O0OMEXKEHUM JOCTYIIOM
3MIIMCHIOETHCS BIJIMIOBITHO JI0 BUMOT 3aKOHO/1aBCTBA.

4. MATPULIA BIAITOBIIHOCTI BUBHAYEHUX CTAHIAPTOM
PE3YJbTATIB HABUAHHS TA KOMIIETEHTHOCTEHA

KoMnereHTHOCTI
InTerpanbHa KOMIETEHTHICTH
IIporpamui | 3arajnbHi komnerenTHOCTi | CnenianbHi (paxoBi) KOMIETEHTHOCTI
PESYIBTATH| — | & | 0 | & [ »v | = & eaf [ | ©f 5] ©| & ©
Mmoo, |,
e bICIEIMEIEEEEEEEEEE
PH 1 + + +
PH 2 + + + |+ | +
PH 3 + +
PH 4 + + + + + | +
PH 5 + + +
PH 6 + + + + + |+ | + +
PH 7 + + +
PH 8 + + + + + + | +
PH 9 + + + + + + | +
PH 10 + + + + +
PH 11 + + |+ + +
PH 12 + + + + + +
PH 13 + + + + +
PH 14 + + + + + |+
PH 15 + + +
PH 16 + + + + + |+ |+ |+ |+ + |+
PH 17 + +
PH 18 + + + +
PH 19 + + + |+ |+ |+ |+ + |+ |+ |+
PH 20 + + + + + |+ +
PH 21 + + + + + + + + | +
PH 22 + |+ |+ + +
PH 23 + + + + |+ | + + |+ |+ |+




5. MATPUIIA BIAITOBIHOCTI ITPOI'PAMHUX
KOMIIETEHTHOCTEN KOMIIOHEHTAM

K:;/III{ITOI;“Nm“"”\ol\wmg:ﬁﬂﬂr\lmwm\o

KoMIeTeHTHOCTY % % % % % % % % % % % % % :é ;é ;é % % %

3K 1 + F [+ [+ |+ |+ +

3K 2 + F+ |+ |+ |+

3K 3 + + |+ |+ +

3K 4 + +|+ |+ |+ +

3K 5 + |+ +l+ [+ ]+ ]+ +

DK 1 +l+ [+ +]+]+]+ + |+ |+ + |+ |+

DK 2 + |+ |+ ++ [+ |+ + |+ |+ |+ +

DK 3 + + |+ + |+ |+

DK 4 + + F+ |+ |+ |+ +

DK 5 + |+ + + |+ |+

DK 6 + + + |+ |+

DK 7 + |+ + |+ |+ +

DK 8 + + + |+ + |+ |+ +

®K 9 + |+ + |+ |+ +

DK 10 + + + + |+ |+
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6. MATPULA 3ABE3IIEYEHHSA ITPOI'PAMHUX PE3YJIBTATIB
HABYAHHS BIJINIOBIJIHUMMH OCBITHIMU KOMIIOHEHTAMMU

Kowmro-

S EEEHEHEHEEEEEEEIEEEE
Tporpami C|O|0|O|O|O |0 |0 |0 |o|lo|o|lo|Rr|mM M M MA
Pe3yNBTATH HaB

PH 1 + |+ + + |+ + |+

PH?2 + + |+ + + Fl+ |+ |+ |+ +
PH3 + + + | + + +
PH 4 + | + + + |+ |+ |+ +

PHS5 + + | + + | + + |+ |+ |+ + | + + | +
PH 6 + |+ ++ |+ |+

PH 7 + + +l+ |+ |+ + |+

PH 8 + + |+ |+ + |+ |+ |+ +
PHO + |+ + |+ |+ |+

PH 10 + + | + + |+l 4+ N
PH 11 + 1+ ]+ |+ |+ N
PH 12 + + |+ |+

PH 13 + + |+ | + + |+ | + +
PH 14 + | + + |+ |+ | +

PH 15 + + + + |+ |+ |+ |+ |+ +]|+]+

PH 16 + + + |+ |+ ]+ + |+
PH 17 + + |+ |+ |+ |+ |+ ]+

PH 18 + + 4+ |+ |+ ]|+ |+

PH 19 + + |+ | + + |+ |+ |+ + |+ | +
PH 20 + + |+ + + | + + |+

PH 21 + + | + + |+ N N
PH 22 + + + + |+ |+ + +
PH 23 + + | + + |+ |+ |+ + | +




