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IHHEPEIMOBA

OcsitHbO-TIpo(eciiina mporpama «Kidepodesmeka» (Cybersecurity) po3pobnena
Ha ocHOBI CTaHAapTy BHUINOI OCBITHM YKpaiHU JIpyroro (MariCTepchbKOro) piBHA 31
cnemianbHocTi 125 «KibGepOesneka» ramysi 3HaHb 12 «IH(popMaliiliHi TEXHOIOTI,
3aTBEPIKEHOr0 Haka3oM MiHicTepcTBa OCBITH 1 Hayku Ykpainu Bij 18.03.2021 poky
No 332 (mo BBeneHHS B Ait0 HOBOTO 3a cremianbHicTIo 125 «KibepOesneka Ta 3axuct
iH(popmarii») Ta [IpodeciitHux cTaHmapTiB, 3aTBEPAKEHUX HaKa3zoM AMiHICTparii
Hepxcnenss’si3ky Ykpainu Big 25.11.2022 poky Ne 715.

P03po0iieHo MpoeKTHOIO IPYIOI0 Y CKITAIL:

IIpi3Buie, HayxoBuii cTyninb, Buene 3BaHHA . .
. . ITocaga Ta Ha3Ba mixpo3iTy
IM’ Ta mudp Ta Ha3Ba HAYKOBOI |  (3a kadeaporo / .
. . . . . (32 OCHOBHUM MicueM po0oTH)
1o 0aTbKOBI creniajabHOCTI creniajJIbHiCTIO)
Kepisnuk npoexmmnoi zpynu (capanm OIIIT)
JlonieHT Kadeapu
JPEUC Kanaunat TexHiYHUX HayK, Oe3nexku Houent kadenpu
HOpiit 21.05.01 — [adpopmariitna | iHGOPMAITIHHUX 1 | KOMIT FOTEPHUX TEXHOJIOTIH 1
OnekcanpoBu4 Oesrieka JiepKaBu KOMYHIKaI[IHHUX MOJICIIIOBAHHS CUCTEM
CUCTEM
Ynenu npoekmuoi zpynu
[Ipodecop KepiBHuk HaBuanbHO-
. Kadenpu HAyKOBOTO LIEHT
MOJIOAELIBKA | JokTop TeXHIYHHX HayK, ,(b AP . YKOE HeHIPY
.2 KOMIT' FOTEpHHUX | 1H(OpMAIIHHUX TEXHOJIOTIH,
Karepuna 21.05.01 — Indopmartiitna o
TEXHOJIOTIH 1 npodecop kadeapu
BanepiiBna Oesrieka JiepKaBu ) -
MOJICJIFOBAHHS | KOMIT FOTEPHHUX TEXHOJIOTIH 1
cucTeM MOJIEJIFOBAHHS CUCTEM
BEPETIOK Kannuaar TexHiuHUX HayK, Crapmuii Buknagau kadenpu
Cepriit 05.13.06 — Iadopmarriitai - KOMIT FOTEPHHUX TEXHOJIOTIH 1
MuxaitnoBuu TEXHOJIOT11 MOJIEJIFOBAHHS CUCTEM

30BHIIIHI CTEUKXOJIAEPU — PELIEH3EHTH OCBITHBO-NPO(ECIHHOI TPOrpamu:

IpizBuie, im’st
Ta M0 0aTHLKOBI

Micue podoTu, nocaga, HAayKOBHi CTYIIiHb Ta BYCHE 3BAHHSHA
(3a HASIBHOCTI)

KOPUEHKO | Hamionanpauii aBiamiiHUN yHIBEpCHUTET, 3aB1Z[yBa‘-I Ka(benpn Oe3nexu
Onexkcannp iHpOpMAIIfTHUX TEXHOJIOTiH, 3aciyKeHUH iS4 HAayKd 1 TEeXHIKU
['puroposuu | Ykpainu, naypeat Jlep>kaBHoi mpemii YKpaiHu B rainy3i HayKH 1 TEXHIKH,
nokTop TexHigHrX Hayk (05.13.21-Cuctemu 3axucty iHdopMmartii), mpodecop
[TAPXYIb Harmionaneamii  yHiBepcuter «JIbBiBchka I[lomitexnika», mpodecop
JIro6omup kadenpu 3axucty iHbopmaiii, qokTop TexHIyHMX Hayk (05.13.21 —
TeonopoBuy | Cucremu 3axucty iHpopmMallii), mpodecop, cekperap migkomicii HMK
(7) HMP MOH Vkpainu
I'TABPUWJIEHKO | AnminicTparist [lepkaBHOT cIyXOM CHeLiaIbHOTO 3B’SI3KY Ta 3aXUCTY
Onexkciit iHpopmanli YkpaiHu, HayaJIbHUK yOpaBliHHS [lenapTaMeHTy 3axucTy
BagumoBnu iH(hOopMaIii, KaHAUIAT TEXHIYHUX HAYK (32 3TOZ010)




1. MPO®LIIb OCBITHBO-MIPO®ECIMHOI IPOT'PAMHU

1.1. 3araabHna indpopmanist

IloBHa Ha3Ba 3aKjaay [Tomichkuii HalllOHATBHUHN YHIBEPCUTET
BUIIIOI OCBITH Ta Kadeapa koM 1oTepHUX TEXHOJIOTIH 1 MOJEIIOBAHHS
CTPYKTYPHOI'O MAPO3IALTYy |CUCTEM
Odiuiiina Ha3Ba OCBITHBOI | ..
bin Kibep6esmeka
nporpamMu
CryneHnb BHIIIOI OCBITH Marictp

I'anysb 3HaHB

12 «IndopmariiiiHi TEXHOIOTII»

CrnemiajibHICTH

125 «Kibepbesmeka Ta 3axucT 1H(OopMariii»

Ha3ga kBasidikauii B
JHUILIOMI

CryniHp BHILIOI OCBITH — Marictp
CrnenianbsHicTh — 125 KiGepOesneka Ta 3aXUCT
1H(popmarii

Marictp 3 k10epOe3neku Ta 3axucty iHpopmariii

dopMa HaBYAHHSI

JlenHa, 3a04Ha

HasiBHisicTb akpeauranii

uxu1/piBeHs BUILOT
OCBITH

HPK Vkpainu — 7 piBenb, FQ-EHEA — npyruii miukd,
EQF-LLL — 7 piBenn

Tun gunsioMa, 00csr Ta
TepMiH HABYAHHS

Humuiom marictpa, oguauanauii, 90 kpenurtis EKTC,
1 pix 4 micsii

IlepexymoBu

HasBHicTh AMIIIOMY OCBITHBOTO PiBHS «OaKaiaBp.
[Iporpama ¢daxoBuX BCTYITHUX BUITPOOYBaHb Jis OC10,
mo 37400y1IM TMOMEpeIHIM piBeHb BHIINOI OCBITH 3a
IHIIMMH ~ CIICIIaIbHOCTSAMM TIOBMHHA MependadaTu
nepeBipKy HaOyTTS 0CO00K KOMIIETCHTHOCTEH Ta
pe3yJbTaTiB HaBUYaHHS (3a MICHSAMH JIEPKABHOTO
3aMOBJICHHSI), MO0 BuU3HA4YeHi CTaHIapTOM BHUIIOL
ocBiTH 31 cnemiadbHoCcTi 125 «KibGepoOesneka» s
nepiioro (6akaaaBpChbKOT0) PiBHSI BUIOT OCBITH.

MoBga(-11) BUKJIAIAHHS

YkpaiHcbka

Intepuer-aapeca
MOCTIMHOI0 PO3MILIICHHA
OIMCY OCBITHBHOI
MPOrpamMu

https://polissiauniver.edu.ua

1.2. MeTa 0CBiTHBOI IPOrpamMu

dopmyBaHHs (¢axiBig SIKICHO HOBOTO mpodeciiHoro piBHS (TipodeciitHy
eNiTYy), 3aTpe0yBaHOTO Ha 3arajibHOACP)KABHOMY Ta PEriOHAIILBHOMY PUHKY Iparl,

3IaTHOTO 3aCTOCOBYBATH
($haxoBi KOMIETEHTHOCTI

y mnpodeciiiHiii (eKcnepTHiN) AisIBHOCTI 3arajbHi 1
3a paxXyHOK OTpPUMaHMUX TMPOTPAMHHUX pe3yJbTaTiB

HaBuaHHsA y cdepi 1HPopmariiiiHoi Oe3neku, KioepOe3neku Ta/abo 3axucCTy

iH(opMmarii.



https://polissiauniver.edu.ua/konkurs/

1.3. XapakTepucTHKAa OCBITHBOI POrpaMu

IIpeameTHa 00JacTh
OCBITHBOI IPpOrpamMu

00’exTH BUBYCHHS:

— CyyacHI MpolecH  JOCHIIKCHHS,  aHajizy,
CTBOpEHHS Ta 3a0e3meueHHs (PYHKIIIOHYBaHHS
1H(pOpMaLIHHUX CUCTEM 1 TEXHOJIOT1H, 1HIINUX O13HEC-
orepaliiiHux mporeciB Ha 00’ekTax 1H(pOopMaIiiHOT
TISTTBHOCTI Ta KPUTHYHHUX 1HPPACTPYKTYp chepu
iH(popMmariiiHoi 6e3nekn Ta/abo Kibepoe3nekw;

—  iHdopmarriiiHi CUCTEMHU (iHbopMaIIiitHO-
KOMYHIKaIiiHi, 1HGopMaIiifHO-TeJIeKOMYHIKAIIiiHi,
aBTOMATH30BaH1) Ta TEXHOJIOT1I;

— 1HpacTpykTypa  00’€KkTIB  1H(pOpMaIiHHOI
JUSTBHOCTI Ta KPUTUYHUX 1HOPACTPYKTYD;

— CHCTEMH Ta KOMIUIEKCH CTBOPEHHSA, OOpOOKH,
nepenayi, 30epiraHHsi, 3HUIICHHS, 3aXUCTy Ta
BiJIoOpaXkeHHs JaHuX (1HQOopMaIliiHUX TOTOKIB);

— 1H(dopMmaniiiHl pecypcu pI3HHX KiaciB (B T.U.
JepkaBH1 1HPOpMaIliitHI pecypcH);

—  TIporpamHe Ta pOrpamMHO-anapaTHe
3abe3neueHHs (3acobu) Kibep3axucTy;
—  CHCTEMHU YIPABIIIHHS 1H(popMaIiitHOO

0e3nekoro Ta/abo kibepOe3IeKoro;

TEXHOJIOT1i, METO/IH, MOJIEN1 Ta 3aco0u 1H(pOpMaIITHOT
Oe3neku Ta/abo kibepOe3neKu.

isti HaBYaHHS:

[TinroroBka (axiBiiiB, 3AaTHUX PO3B’SI3yBaTH 3a1adl
JOCIITHUIIBKOTO Ta/a00 1HHOBAIIIHHOTO XapaKkTepy y
ctepi iHGOpMaIliiHOT Ta/abo KibepOe3meKy.
TeopernuHuii 3MiCT MpeIMeTHOI 00J1aCTi
TeopeTnuHi 3acagd HAyKOEMHHX  TEXHOJIOTIH,
¢13uM4HI 1 MareMaThyHi (pyHIaMEHTaJbHl 3HAHHS,
Teopii iAeHTU]IKaLli Ta NPUUHATTA  PILIEHb,
CHCTEMHOTO aHamizy, CKJIaJIHUX CHCTEM,
MOJICJIIOBaHHSI Ta ONTHMI3alli MPOIECIB, TeEopis
MaTE€MaTUYHOI CTATUCTUKH, KpUOTOrpadiyHOro Ta
TEXHIYHOTO 3aXUCTy 1H(opmMarllii, Teopii pu3HKiB Ta
IHIMUX MUKIUCIUIUTIHAPHAX TEOpid 1 TMPaKTUK Yy
rany3i iHdopmarliitHoi 6e3meku Ta/abo KibepOe3neKy.
MeToau, METOAUKH Ta TEXHOJIOTIl

Meroau, Monaeai, METOAUKA Ta  TEXHOIOIIL
CTBOpEHHs, O0OpoOKM, mepemadi, NPUAMaHHS,
3HUINECHHS, B1IOOPAKEHHS, 3aXUCTy (KiOep3axucTy)
1H(pOpMaIIHUX pECypCiB y KIOEpIpoCTopi, a TaKOK
METOAM Ta MOJIeNll PO3POOKM Ta BUKOPUCTAHHS
NPUKIIAJHOTO 1 CIEeIiadi30BaHOTO IPOTPaMHOIO




3a0e3neyeHHs Al BUPIIIEHHS NpoQeciiiHuX 3a1ad B
rany3i iHpopmariitHoi 6e3nexu Ta/abo KibepOe3neKu.
TexHomorii, MeTogu Ta MOACII JOCIIIKCHHS,
aHami3zy, YIpaBITIHHS Ta 3a0e3MeUYCHHS
Oi3Hec/omepalliiHuX MPOIECiB 13 3aCTOCYBaHHSIM
CYKYITHOCTI HOPMAaTUBHO-TIPABOBUX Ta
OpraHi3alifHO-TeXHIYHUX METO/IIB 1 3aCO01IB 3aXUCTy
1H(popMaIitHUX pecypciB y KiGepmpocTopi.
IncTpymeHnTH Ta 0012 IHAHHS.

3aco0u, MNpuCTpoi, MEpeKHE YCTaTKyBaHHA Ta
cepeloBUIlle, MNPUKIATHE Ta  CHElla]i30BaHe
nporpamMHe 3a0e3nedyeHHsl, aBTOMAaTU30BaHl CUCTEMHU
Ta  KOMIUIEKCM  IpPOEKTYBaHHS,  MOJEJIIOBaHHS,
eKcIUTyaTallli, KOHTPOJIO, MOHITOPUHTY, OOpOOKH,
BIIOOpaXE€HHSI Ta 3aXHCTy JaHuX (1HPOpMALIITHUX
MOTOKIB), & TAKOK METOJH 1 MOJIEJI T€OPii PU3UKIB Ta
yOpaBIiHHA  1HQOPMALIHHUMU ~ pecypcaMu  IpH
JOCIIIJKEHHI 1 CYHpPOBOJIKEHH1 00’€KTIB
1H(hOpMaIIHOT AISUIBHOCTI y Taiy3i 1H(POpMALIHOI
Oe3reku Ta/abo kidepoe3neK.

OpienTanisi 0CBITHBOL
nporpamm

OcsitHbO-TIpOdeciiiHa mporpama 0a3yeTbcs Ha
3arajqbHOBIIOMHUX TIOJIOKEHHSIX Ta  pe3ysbTarax
Cy4YaCHHX HAyKOBHMX JOCHIIKEHb 3 1H(OpMALITHUX
TEXHOJIOT1M, METOJIB YHPABIIHHSA 1H(POPMAIIIHOIO
0e3IeKoro, Oe3mneku 1HOopMaIIHHUIX Ta
TEJICKOMYHIKAIIIMHUX CHCTEM, CHCTEM TEXHIYHOTO
3axucty  iHQopMarii, aBToMaTtH3aiii  0OpoOKH
iH(dopmarllii, mpaBoBUX 3acaj] 3axXuCTy 1H(opmMaIlii,
KOMIT IOTEPHUX MEPEXK, apXITEeKTypHu KOMIT FOTEPHUX
CUCTEM, Teopii Ta MPAKTUKU KPUNTOrpadiuHOro
3aXUCTy 1H(opMalli, aaMIHICTpyBaHHS Oe3MNeKu
KOMIT IOTEPHUX CHCTEM Ta MEpPEK B paMKax SKHX
MOXJIMBa ToAabIna npodeciiina Ta HayKoBa Kap’epa
3a JaHUMH HaIpsIMKaMHu.

OcHoBHuii pokyc
OCBITHBOI IPOrpamMu

CrneuianbHa ocBiTa Ta mnpodeciiiHa MiAroToBKa Yy
ranys3i indpopmarniiHoi Ta\ado KibepOe3eKH.

Kirouoni cJIoBa: KibepOe3neka, Oesrneka
iH(hopMaIiHUX cUCTEeM, opraHizaiis iHGOpMaIiiHOI
Oe3reku, 0e3neka KOMI IOTEPHUX MEPEXK, YIIPaBIiHHS
iH(pOopMaIliiHOIO 0e3MeK0I0, CUCTEMH TEXHIYHOTO Ta
KkpunrorpadiuHoro 3axucty iHQopmarlii, 3axucT
iH(dOopMaItii, aAMIHICTPYBaHHS CHCTEM KiOepOe3neKHu.

YHIKAJIBHICTH OCBITHBLOI
nporpamMu

®opmyBaHHs y 3700yBadiB  BUIIOI  OCBITH
MPAKTUIHUX HABUUYOK 3a0e3neueHHs KibepOe3neku Ta
3axucTy iH(popMaIlii BiJ HECAHKI[IOHOBAHOTO JOCTYITY
13 3ITy9eHHAM crerianizoBanux amapataux (Cisco) Ta




nmporpamMHuX KomIuiekciB (JIo3a-1), 3aco0iB BUSBIICHHS
3aknaaaux npuctpois (iProtec-1216, Wega-i) 1 cuctem
6e3nexu (TIRAS) 00’ ekTiB KpUTUYHOT 1HGPACTPYKTYPH.

1.4. llpuaaTHicTh BUILYyCKHMKIB 10 MPaleBJIAIITYBAHHS

Ta NOAAJBIIIOIoO HABYAHHSA

IpugaTHicTh 10
npaneBJalITyBaHHS

PoGoui Micuss B JiepKaBHOMY Ta NPHUBATHOMY
cekTopi y cdepi 6e3nexu iHPOpMAIIITHIX TEXHOJOTIH,
3aXUCTY KOMIT FOTEPHUX CHCTEM Ta MEPEXK, OpraHizariii
3axucTy iHpopMaIlii, iHdpopmaliiHoi Ta KibepOe3neKu.
30kpema, 3100yBadil BUIIOT OCBITH, 5IK1 37J00yJTH OCBITY
3a manoto OIIIl, MoxyTh 3alimMaTH TOCANH, 3TIMHO IO
HamionanmeHoro kmacudikaropy mpodeciit JIK 003:2010
(13 3MiHamu) BIANOBITHO 110 [Ipodeciiinux craHnapris,
3aTBEpIKEHUX JleprKcren3B’ 13Ky Y KpaiHu.

AxkajnemivyHi mpaBa
BUITYCKHHMKIB

[TponoBkeHHsST OCBITH 3a TPETIM (OCBITHHO-HAYKOBHUM)
piBHEM  Bumoi ocBiTH. HaOyTTs  10AaTKOBUX
kBai(ikaIliii B CHCTEMI OCBITH TOPOCIIHUX.

1.5. Bukjiaganag Ta OMiHIOBAHHA

Bukiaaganusa ta
HABYAHHSA

Jlekii, mabopaTtopHi poOOTH, ceMiHApH, TPAKTUYHI
3aHSTTS, CaMOCTiiiHa po0OOTa, KOHCYJbTAIlll, 3aJlKH,
ICIIUTH, TPAKTUKH, KypcoBa poOoTa (IIPOEKT),
MIArOTOBKA KBaJ(piKaliiHOI poOOTH MaricTpa.

OuiHoBaHHA

OuiHIOBaHHS aKaJEeMIYHMX YCHIXiB 3400yBauiB
3mificHioeTbeds  3a  100-O0anbHOO — IIKAJIOK 3
000B’A3KOBUM MEPEBEICHHSIM OL[IHOK hi (e}
HAIIOHAJILHOT IITKAJIH.

1.6. IIporpaMHi KOMIIETEHTHOCTI

Inrerpanbua
KOMIIeTEHTHICTH

31aTHICTD ocobun pO3B’s3yBaTH 3a;audi
JOCIITHUIBKOTO Ta/ad0 1HHOBALIMHOTO XapaKTepy Y
cthepi iHboOpMaIiiHOI Oe3neku Ta/abo KibepOe3neKu.

3arajabHi
komneTeHTHOCTI (3K)

3K 1. 3mgartHICTb
NPAKTHYHUX CUTYAIIisIX.

3K 2. 3pmartHICT, TPOBOAWTH JOCHIIKEHHS Ha
BIJIOBITHOMY PiBHI.

3K 3. 3patHicTh 10 aOCTPAKTHOTO MHCIICHHS,
aHaJli3y Ta CUHTE3Y.

3K 4. 3pmartHicTh OIiHIOBaTH Ta 3a0e3meuyBaTh
AKICTh BUKOHYBaHUX POOIT.

3K 5. 3naTHicTh CHOIIKYBATHCS 3 IpPEICTaBHUKAMU
HIIMX TPOdECIHHIX TPYIT PI3HOTO PIBHA (3 EKCIIEPTaMHU 3
HILMX ragy3eil 3HaHb / BUIIB €EKOHOMIYHOT 1SJIbHOCTI).

34aCTOCOBYBATH 3HAHHA Y

daxoBi
koMmeTeHTHOCTI (PK)

®K 1. 3pgaTHicTh OOIPYHTOBAHO 3aCTOCOBYBATH,
IHTErpyBaTH, pO3pOOJATH Ta YIOCKOHAIIOBATH
cydacHl 1HQoOpMariiiHi TexHoxorii, ¢i3uuHi Ta




MaTeMaTH4YHI MOJIEN, @ TAKOK TEXHOJIOT1i CTBOPEHHS
Ta BUKOPUCTAHHS MPHUKJIAIHOTO 1 CHEI1ali30BaHOTO
IporpaMHOro  3a0e3meueHHs A7 BUPIMICHHS
npodeciinux 3ana4 y cdepi iHpopmariiitHoi 6e3nexu
Ta/abo0 KibepOe3neKHy.

@®K 2. 3gaTtHicTh pO3pOOIATH, BIIPOBAKYBATH Ta
aHaI3yBaTH HOPMATUBHI JOKYMEHTH, TOJIOKCHHS,
IHCTPYKIII1 1 BAMOTH TEXHIYHOI'O Ta OpraHi3aIliifHOro
CIIpSIMYBaHHS, a TaKOX 1HTErpyBaTH, aHATI3yBaTH 1
BUKOPHCTOBYBAaTH  Kpallli  CBITOBI  IPAaKTHKH,
CTaHJapTH Yy mpodeciiHiil IisuIbHOCTI B cdepi
iHopMariiiinoi 6e3neku Ta/abo kibepOe3neKu.

®OK 3. 3paTHICTh JIOCTIIHKYBaTH, PO3POOIATH 1
CYHpOBOJIP)KYBAaTH METOJAM Ta 3aco0u iHpOpMaliiftHOT
Oesnmexku Ta/abo  kibepOe3nmeku Ha  00’e€KkTax

1H(hopManiiHoT JUSTTBHOCTI Ta KPUTHYHOI
1H(paCTPYKTYpH.

O®OK 4. 3paTHICTh aHaNI3yBaTH, PO3POOIATH 1
CYNPOBOIKYBATH CUCTEMY yIpaBIiHHS

iH(dopmaliiiHolo Oe3nekoro Ta/abo KidepOe3neKoro
opranizaiii, ¢GopMyBaTH CTpaATErit0 1 MOJITUKH
1H(dopMaIiiHo1 Oe3mneku 3 ypaxyBaHHSIM
BITUM3HSHHUX 1 MIXKHAPOJIHUX CTAHJIAPTIB Ta BUMOT.

@K 5. 3gatHiCTh A0 AOCHIDKEHHS, CHCTEMHOIO
aHaiizy  Ta  3a0esneueHHs ~ Oe3nepepBHOCTI
Oi3Hec/onepalriifHuX MPOIECIB 3 METOK BU3HAYCHHS
Bpa3MBOCTEN 1H(POPMALIIMHUX CUCTEM Ta PECYpCIB,
aHaII3y PU3MKIB Ta BU3HAYEHHS OLIHKM iX BIUIMBY y
BIJIMOBIAHOCTI 10 BCTAHOBJIEHOT CTpATETii 1 MOJITHKH
iHpopmaniiiHoi  Oe3neku Ta/abo  KibepOe3neku
oprasi3artii.

O®K 6. 3gaTHICTh aHaII3yBaTH, KOHTPOJIOBATU Ta
3a0e3mevuyBaT CHUCTEMY YIIPaBIIHHS JOCTYIIOM [0
iH(OpMAIIHHUX PecypciB  3TiIHO  BCTAaHOBJIEHOI
cTparerii 1 moTUKH 1H(OpMaIliiHOT Oe3rnexku Ta/abo
kiOepOe3meKku opraHizariii.

O®OK 7. 3maTHICTh AOCHIHKYBATH, PO3pOOIATH Ta
BIIPOBAPKYBATH  METOAWM 1 3aXOId  MPOTHIL
KiOepIHITUACHTAM, 3I1HCHIOBATH npoleaypu
YHOPAaBIIIHHS, KOHTPOJIO Ta PO3CIHIIyBaHHSA, a TAKOXK
HaJaBaTH PEKOMEHJAIlii MO0 TONEPEHKEHHS Ta
aHaii3y KiOepiHIUACHTIB B LILJIOMY.

®OK 8. 3martHiCTh AOCHIIXKYBAaTU, PO3POOIATH,
BIIPOBAPKYBAaTH Ta CYIPOBODKYBAaTH METOAHM 1
3aco0M KpunTorpadiqyHoro Ta TEXHIYHOTO 3aXHUCTy
iHpopMalii Ha 00’ekTax 1H(OPMALIIHOT AISUTBHOCTI




Ta KPUTHYHOI 1H(QPACTPyKTYpH, B 1H(OpMALIMHUX
CHUCTEMAaX, a TakKOX  3JaTHICTh  OI[IHIOBAaTH
e(eKTUBHICTh ix BUKOPHUCTAHHS, 3T1IHO
BCTAHOBJICHOT CTpaTerii 1 MOMITHKU 1H(OpMaIIHHOT
6e3neku Ta/abo KibepOesneku opraHizaiiii.

®K 9. 3pmatHicTh aHami3yBaTH, pO3POONIATH i
CYNPOBOXKYBATU CHUCTEMY ayJIUTy Ta MOHITOPUHTY
eeKTUBHOCTI  (QYHKI[IOHYBaHHS 1HGOPMAaIIHHUX
CHCTEM 1 TEXHOJIOT1H, O13Hec/onepaliiHuX MpoIeCiB
B ramy3l iHdopMmamiitHoi  Oe3reku  Ta/abo
KibepOe3neku opraHizaili B [iJOMy.

®K 10. 3paTtHICTh TPOBAIUTH  HAYKOBO-
NeJaroriuydly JAisUTbHICTh, IUJIJAHYBaTH HaBYaHHS,
KOHTPOJIIOBATH 1 CYNpPOBOKYBaThd poOOTy 3
MIEPCOHAJIOM, a TAKOK MPUIAMATH €(PEKTUBHI PILLIEHHS
3 MATaHb 1H(POpPMAIlIITHOT Oe3eKu Ta/abo Ki0epOe3neKH.

1.7. IIporpamHi pe3yiabtatn HaBuaHus (PH)

PH1. BinpHO crijIKyBaTUCh JEP/KABHOIO Ta IHO3EMHOI0 MOBaMH, YCHO 1 TUCBMOBO
JUIS TIPEJCTaBICHHS 1 OOrOBOpPEHHS pPE3yibTaTIiB JOCHIIKEHb Ta 1HHOBAIIIH,
3a0e3neueHHs Oi3Hec\omepaIifHuX MPOIECiB Ta MUTaHb TPOPECIHHOT AiSUTBHOCTI B
raiy3i iHpopmarliiiHoi 6e3neku Ta/adbo kibepOe3neKu.

PH2. InrerpyBatu ¢yHIaMeHTaJIbHI Ta CIE€LIabHI 3HAHHA JJI1 PO3B’SI3yBaHHS
CKJIaJIHUX 3aJiau 1H(opMalliitHo1 Oe3neku Ta/abo KiOepOe3nekn y MUpPOKUx adbo
MYJTbTUANCIUIITIHAPHAX KOHTEKCTaX.

PH3. IlpoBaauTtu HAOCHIAHMIIBKY Ta/a00 1HHOBAIIHY MISUIBHICTH B cdepi
1H(popmarliiiHoi Oe3neku Ta/abo ki0epOe3neku, a Takoxk B cepi TEXHIYHOTO Ta
KpunrorpadiyHoro 3axucTy iHpopMmaiii y kKibeprmpocTopi.

PH4. 3actocoByBaTtH, I1HTErpyBaTH, pO3pOOJSATH, BIPOBAIKYBaTH Ta
YIOCKOHAIIOBAaTH Cy4acHl 1H(opmaliiiiHi TexHoJorii, (pi3nyHi Ta MaTeMaTH4HI
MeTO/H 1 Mojie B cdepi iHpopMalliitHoi 6e3nexu Ta/abo kibepOe3neKu.

PHS5. Kputuuno ocmucmioBatu mpoOiemu iHbopmarliiiHoi Oe3meku Ta/abo
Ki0epOe3IeKku, y TOMy YHCIl Ha MIKTaly3eBOMY Ta MIKIUCIMIUTIHAPHOMY PIBHI,
30KpeMa Ha OCHOBI PO3YyMIHHSI HOBUX pE3YyJIbTaTIB I1HXEHEpHUX 1 (Pi3uKo-
MaTeMaTHYHUX HAYK, a TAKOX PO3BUTKY TEXHOJIOTi CTBOPEHHS T4 BUKOPUCTAHHS
CIeI1aJII30BaHOI0 MPOrPAMHOTO 3a0€3MeUeHHS.

PH6. AnainizyBaTu Ta OI[IHIOBATH 3aXMIIEHICTh CUCTEM, KOMIUIEKCIB Ta 3ac00iB
Ki0ep3axucTy, TEXHOJOrli CTBOPEHHA Ta BHUKOPUCTAHHS CHEI1adi30BaHOTO
MPOTPAMHOT0 3a0€3MCUCHHS.

PH7. OOrpyHTOBYBaTH BUKOPUCTAHHS, BIPOBAKYBAaTU Ta aHAJI3yBaTH Kpalll
CBITOBI CTaHJAPTH, TPAKTUKHU 3 METOIO PO3B’SI3aHHSI CKJIQIHHX 3a71a4 MpodeciitHOl
TISTTEHOCTI B Tamy31 iHpopMaliiiiHoi 6e3neku Ta/abo kidepoe3nekH.

PHS. HocnimxyBaTH, po3poOJsSTH 1 CYNPOBOKYBATH CHCTEMHU Ta 3aco0H
iHpopmariiinoi Oe3meku Ta/abo kibepOe3mekn Ha 00’ekTax 1HPOPMAIIHHOT
TISITEHOCTI Ta KPUTHYHO1 1HQPACTPYKTYPH.




PHY. AmnanizyBatu, po3poOyaTH 1 CYNPOBOKYBAaTH CHUCTEMY YIIPaBIIHHS
iH(DopmariiiHoIO 6e3meKxoro Ta/ado kidbepOe3nekoro opranizaiii Ha 6a3i cTpaTerii 1
MOJIITUKY 1H(OpMAIIHHOT Oe3MeKH.

PH10. 3a0e3neuyBatu Oe3nepepBHICTh Oi3HEC/onepaniiHuX MPOIECiB, a TAKOXK
BUSIBISITA YPa3MBOCTI 1H(GOpPMAIIHHUX CHUCTEM Ta pEeCcypciB, aHali3yBaTH Ta
OIIIHIOBATH PU3UKH JJIs iH(GOpMaIliitHoi Oe3rmeku Ta/abo KibepOe3neKu opraHizariii.

PH11. AmnanmizyBatu, KOHTpOJIOBaTH Ta  3abe3nedyyBaT  e(eKTUBHE
(GYHKIIIOHYBAaHHS CHUCTEMHM YIPABIIHHA JOCTYIOM 10 1H(OpMAIIHUX pecypciB
BIJIMOBITHO /IO BCTAHOBJICHUX CTpaTErii 1 MOIITUKH 1H(POpMAIIHHOT Oe31eKH Ta/abo
KibepOe3neKku opraHizartii.

PH12. locnimkyBatu, po3poOJsiTi Ta BIPOBAKYBATH METOAM 1 3aX0U MTPOTU/II]
KiOepiHIMAeHTaM, 3JIHCHIOBAaTH MPOLEIYpPH  yOPaBIiHHS, KOHTPOJIO Ta
pO3CHiAyBaHHs, a TAKOX Ha/laBaTH PEKOMEH/ Al 1010 MONEPEIPKEHHS Ta aHAI3y
KIOEpIHLIU/IEHTIB B LIJIOMY.

PH13. [HdocmixyBaTu, po3poOsiTd, BIOPOBAIKYBAaTH Ta BHKOPHUCTOBYBATU
METOAM Ta 3aco0M KpUNTOTrpadiuHOrO Ta TEXHIYHOIO 3axXUCTy 1H(popmaiii
Oi3Hec/omepaliifHuX TMpoIeciB, a TaKOoX aHali3yBaTH 1 HaJAaBaTH OLIHKY
e(EeKTHUBHOCTI I1X BHUKOPHUCTaHHS B IHQOpPMALIMHHUX CHUCTEMax, Ha OO0 €KTax
1H(pOpMaIIHOT ISUIBHOCTI Ta KPUTHYHOI 1H(PPACTPYKTYpPH.

PH14. AmnamizyBatu, po3poOJisiTH 1 CYNpOBODKYBATH CHCTEMY ayAuTy Ta
MOHITOPUHTY €(PEeKTUBHOCTI (PYHKI[IOHYBaHHS i1H(OpPMAIIHHUX CHUCTEM 1
TEXHOJIOri#, Oi3nec\omeparliiinux mporeciB y cdepi indopmamiitaoi Ta\abdo
Ki0epOe3IeKku B IIOMY.

PHI15. 3po3ymino 1 HeIBO3HA4YHO JOHOCUTH BJACHI BHCHOBKH 3 MpoOieM
1H(popmartiiiHoi 6e3neku Ta/abo KidbepOe3neKu, a TAKOK 3HAHHS Ta MOSICHEHHS, 1110
iX OOTPYHTOBYIOTH JI0 IEPCOHATY, MAPTHEPIB Ta IHIIUX OCIO.

PH16. Tlpuiimatn oOrpyHTOBaH1 PIlIEHHS 3 OpraHi3aliifHO-TEXHIYHUX MUTaHb
iH(opMaitiitHo1 Oe3neku Ta/abo KibepOe3neKy y CKIaJHUX 1 HemependauyyBaHUX
yMOBax, y TOMY UHCIl 13 3aCTOCYBaHHSIM Cy4YaCHUX METOAIB Ta 3aco0iB
ONITHUMIi3allii, MPOTHO3YBAaHHS Ta MIPUIHATTS PIllICHb.

PH17. MaTtu HaBUYKM aBTOHOMHOTO 1 CaMOCTIMHOTO HaBYaHHs Yy cdepi
iH(popmarliiiHoi Oe3neku Ta/ab0 KiOepOe3neku 1 AOTUYHUX Tally3eld 3HaHb,
aHaJI13yBaTH BJIACHI OCBITHI TOTPeOU Ta 00’ €KTUBHO OIIHIOBATH PE3YJIbTATA HABYAHHSI.

PH18. IlnanyBaTu HaBYaHHS, a TaKOX CYIPOBOIXKYBaTH Ta KOHTPOJIOBATU
poOOTYy 3 MepcoHaAIOM y HampsiMy iHQopMaIliiHoi Oe3reku Ta/abo kidepoe3neKH.

PH19. OOGuparu, anamizyBaTu 1 po3poOJsSTH MPUIAATHI THUIIOBI aHATITHYHI,
pPO3paxXyHKOBI Ta EKCIIEPUMEHTaIbHI METOAU Kibep3axucry, po3pooJarTu,
peani3oByBaTH Ta CYIOPOBOKYBAaTH TIPOCGKTH 3 3axXHCTy iH(opMaiii y
KiOeprpocTopi, IHHOBAIIMHOL ISITHHOCTI Ta 3aXKUCTY 1HTEICKTYaIbHOI BIACHOCTI.

PH20. CraButu Ta BUpIIIYBAaTH CKJIaAH1 1HKEHEPHO-TIPUKIIAIH] Ta HAYKOBI 3a7a4l
1H(popmarliitHoi Oe3nexu Ta/adbo KidepOe3neKku 3 ypaxyBaHHIM BUMOT BITYM3HSIHUX
Ta CBITOBUX CTaHAAPTIB Ta KPAIUX MPAKTHUK.

PH21. BukopucToByBaTH METOAM HATYPHOTO, (PI3UYHOTO 1 KOMII FOTEPHOTO
MOJICTIOBaHHS JIsl JOCIIJKEHHSI TPOILIECiB, SKI CTOCYHOThCs 1H(MOpMaIiitHOT
Oes3neku Ta/abo kibepOe3neKu.




PH22. TIlnanyBaTu Ta BHUKOHYBaTH €KCIHEPUMEHTaJdbHI 1 TEOPETUYHI
JOCTIPKEHHS, BUCYBaTH 1 MEPEBIPATH TIMOTE3H, OOMpATH Ui LbOTO NMPUAATHI
METOJY Ta IHCTPYMEHTH, 3A1MCHIOBATH CTaTUCTUYHY OOpPOOKY JaHUX, OLIHIOBATH
JIOCTOBIPHICTD PE3YJIbTATIB JOCTIIKEHb, ApTYMEHTYBAaTH BUCHOBKH.

PH23. O6rpyntoByBaTé BUOIp MPOTrpaMHOTO 3a0€3MEUYEeHHsI, YCTaTKyBaHHS Ta
IHCTPYMEHTIB, 1H)KEHEPHHUX TEXHOJIOTIH 1 MPOIECiB, @ TAKOK OOMEXKEHb 1010 HIX
B rajiy3i iHpopmarliiiHoi 6e3neku Ta/abo kibepOe3rneKku Ha OCHOBI Cy4YaCHHUX 3HaHb
y CYMDKHUX Tally3siX, HayKOBOi, TEXHIYHOI Ta JOBIJKOBOI JIITEpATypH Ta I1HIIOL
JTOCTYMHOT 1H(OopMaIrii.

1.8. AkageMiuHa MOOLIIBHICTH

Hauionanbna Ha ocHOBI  JBOCTOpOHHIX  JIOTOBOpPIB  MIX
aKaJaeMiuHa [TonicbKUM HalllOHAIBHUM YHIBEPCUTETOM Ta 1HIITUMH
MOOUIBHICTH 3BO VYkpainu.
Mixxnapoana . -

poX 3akopaonHi 3BO, 3 AKUMM yKiIaJeHl JOroBOpU Ta
akajgeMiuHa :

A HaJIaroJKeHa CIIiBIpars.

MOOUIBHICTH

1.9. O6csar kpeautiB EKTC,
HeOoOXiTHUH 1JI5 3100yTTH BiAMOBIIHOI0 CTyNeHs BULIOI OCBITH

OO6csr ocBiTHBO-TIpodeciiinoi nporpamu — 90 kpeautiB EKTC;

Minimym 60% o00csATy OCBITHBOI HpOorpaMu Mae OyTH CHOPSIMOBAaHO Ha
(GopMyBaHHS 3arajlbHUX Ta cHelialbHUX ((PaxoBHX) KOMIIETEHTHOCTEH 3a
CHeniagbHICTIO0, BU3HAUeHNX CTaHIapTOM BHUIIOI OCBITH.

Minimym 15 kpenutiB EKTC mae OyTH npu3HAYEHO ISl TPAKTHKU.

3akyaj BUILOI OCBITM Ma€ IMpaBO BH3HATH Ta mepe3apaxyBatu kpeautn €KTC,
OTpUMaHi 3a MOMePeTHHOI0 OCBITHROIO IMTPOrPaMOIO TTiATOTOBKK MaricTpa (Crieriamicra)
3a 1HIIOK CrieliabHICTI0. Makcumanbauii oocar kpeautiB €EKTC, mo moxe OyTh
nepe3apaxoBaHMii, CTAaHOBUTH 25% BiJ1 3arajlbHOTO 0OCSTY OCBITHBOT ITPOTPAMHU.
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2. NEPEJIIK KOMIIOHEHT OCBITHbO-IIPO®ECIMHOI IPOTPAMHU

TA IX JIOTTYHA HOCJAIJIOBHICTH

2.1. Ilepesiik KOMIIOHEHT OCBITHBbO-NIPOgeciiinoi mporpamu (OIIII)

Kon . U Km’mm . ®opia
KOMIIOHEH I KoMmnonenTu ocBiTHLO-nipodeciiiHoi mporpaMu | KpeIUTiB | MiZICyMKOBOIO
€EKTC | xkontpomo
OBOB’A3KOBI KOMIIOHEHTHA
Huxkn 3azanvnoi niozomoexku
OK1 MeTomom0ris HAyKOBUX JAOCTIHKCHb 4 3aimik
OK2 daxoBa iHO3eMHa MOBa (piBeHb B2) 4 3aimik
Bevoeo 3a yuxn: 8
Huxkn npogheciiinoi niocomoexu
OK3 Kibep6esneka 00’ €KTiB KPUTHUUHOI 1HOPACTPYKTYpHU 4 Exk3amen
OK4 [ndopmarriitna 6e3mneka coriaibHIX CUCTEM 4 Exk3amen
OK5 MopentoBaHHs NPoOIECIB KibepOe3neku 4 Ex3amen
OK6  (Cucremu BUABIECHHS Ta 3al100ITaHHS BTOPTHEHb 4 3anmik
OK?7 CucrtemMu ynpasiiHHs iHQOpMaLIHOKO OE3MEKOI0 4 Exk3amen
OKS8 Komrmnekcu 3aco0iB 3axucty iHpopmarrii 6 Ex3amen
Ex3amen,
OK9 KomruiekcHi cucTeMu CaHKIIOHOBAHOTO JOCTYITY 7 KypcoBa
pobora
OK10 |Ludpoa kpumiHagiCTHKa 6 3ainik
OK11 |BupoOnuua npakTuka 7 3axuCT 3BITY
OKI12 |[lepenauniaomMHa MpaKkTUKA 8 3axuCT 3BITY
OK13  [IliaroToBka Ta 3axucT KBamiQikaiitHoi poOoTu 4 3axucT
Bcewvoeo 3a yuxn: 58
3aranbHuil 00cAr 000B’AI3KOBUX KOMIIOHEHT 66
BUBIPKOBI KOMITIOHEHTHU
BK1 BubipkoBa nucuurmiina 4 3anik
BK2 BubipkoBa aucuumruiina 4 3anik
BK3 BubipkoBa nucuuriiHa 4 3anik
BK4 BubipkoBa nucnumiiza 4 3anik
BKS5 BubipkoBa nucnuriiina 4 3aiik
BK6 BubipkoBa nucnuruiina 4 3aiik
3arajbHuil 00cAT BUOIPKOBHUX KOMIIOHEHT 24

3araapaui oocar OIIII




2.2. CTPYKTYpHO-JIOTiYHA cXeMa OCBIiTHBLO-NpodeciiiHOl nporpamu

1 cemecTp

2 cemecTp

3 cemecTp

A

Iadopmarniiina Oesmnexa
COLIIANEHUX CHCTEM

A

®daxoBa iHO3eMHa MoBa (piBeHb B2)

A

KibepOesneka 00’ exTiB
KPUTHYHOI iHPpacTpyKTypH

CucreMy BUSIBIICHHS Ta
3arno0iraHHs BTOPTrHEHD

CucteMu ynpaBiiHHS
iHQOpMAaIiHHOIO Oe3MeKOr0

MeTo/10510Tisl HAYKOBUX JOCIIIKEHb

MopentoBaHHs TPOIIECiB
kiOepOe3neku

KomruiekcHi cuctemu
CaHKIIIOHOBAHOTO JIOCTYITY

BupobHnya npakTHka

A

BubipkoBa gucrurmiina 1

BubipkoBa gucruriina 2

Hudpoa kpumiHamicTHKA

IIepenaumioMHa npakTvKa

BubipkoBa quctummiina 4

BubipkoBa gucruriiza 5

BubipkoBa mucrurmiina 6

v

Komrutekcu 3aco0iB 3aXUCTY
iHpopMarii

Bubipkora guciumiina 3

[ligroroBka ta 3axuct
kBaJiQikauiiHoi podoTn
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3. DPOPMA ATECTAIIII 3IOBYBAYIB BUIIIOI OCBITH

dopma arecramii
3100yBa4viB BUIIIOI OCBITH

Artecrtaria 3ailcHIOETRCS Y Qopmi  myOJIYHOTO
3aXHUCTY KBajiikamiitHoi poOoTH.

Bumoru no
KkBaJi(ikaniiinoi podoTun

Kpamidikamiitna po6ota Mae po3B’s3yBaTH CKJIATHY
3a1a4y 1HpopMaIliiiHoi 6e3neku Ta/abo KibepOesneku 1
nepeadayaTd  MPOBEACHHS  JOCHIDKeHb  Ta/abo
3I1MCHEHHS 1HHOBAL[IH.

Kpamidikamiitna poOoTa HE TIOBUHHA MICTUTH
aKaJieMI4HOTO Tuiariaty, ¢pabpukaiii, hambcudikarii.

KBamidikarmiitna pobora mae OyTu po3milieHa Ha
odimiiHoMy caiTi (abo y pemo3uTopii) 3aKiiay BHUIIOi
ocBiTH abo0 Horo migpo3autry. OnpuirogHeHHS
KBaMQikamiiHuX poOIT 3 OOMEXKEHHM JOCTYIIOM
3I1HCHIOETHCS BIAMOBIIHO IO BUMOT 3aKOHOIaBCTBA.

4. MATPULIA BIAITOBIIHOCTI BUBHAYEHUX CTAHIAPTOM
PE3YJIbTATIB HABUAHHS TA KOMIIETEHTHOCTEM

KoMnieTeHTHOCTI
. InTerpanbHa KOMNETEHTHICTH
IIporpamni - : . . . .
3arajbHi KOMIIETEHTHOCTI CnenianbHi ((paxoBi) KOMIEeTeHTHOCTI
pesysbTat — o\ en <t o) — N ||| |O |~ || O
HABYAHHSHA Q Q Q Q Q E E E E »'9 slelele 5
7 I~ IR [V <
PH 1 + + +
PH 2 + + + |+ | +
PH 3 + +
PH 4 + + + + + +
PH 5 + + +
PH 6 + + + + + |+ | + +
PH7 + + +
PH 8 + + + + + + +
PH 9 + + + + + + +
PH 10 + + + + +
PH 11 + + + + +
PH 12 + + + + + +
PH 13 + + + + +
PH 14 + + + + + |+
PH 15 + + +
PH 16 + + + + + + + + + + +
PH 17 + +
PH 18 + + + +
PH 19 + + + + |+ |+ |+ + |+ |+ |+
PH 20 + + + + + + +
PH 21 + + + + + + + + | +
PH 22 + + + + +
PH 23 + + + + | + | + + |+ |+ |+




5. MATPUIIA BIAITOBIHOCTI ITPOI'PAMHUX
KOMIIETEHTHOCTEN KOMIIOHEHTAM

OCBITHI KOMIIOHEHTH
Kowmro- — | N Nl |lwvmlo| sl S | al @
HCHTHU| & | X4 A A A A - RV R R “ N
KomnerentHocri S|l || |C0|©C|C0 0O |0 |O © | O
3K'1 + + + + +
3K 2 + + + + +
3K 3 + +
3K 4 + + |+ |+ | +
3K'5 + | + ¥ | + | +
OK 1 + |+ |+ |+ |+ |+ |+ + | + +
OK 2 + |+ |+ + |+ |+ | + + | + +
®K 3 + + |+ + |+ +
DK 4 + + + + + +
®K 5 + + + + + +
dK 6 + + + + +
dK 7 + + + + +
®K 8 + + + |+ + |+ +
dK 9 + | + + + +
@K 10 + + + + | + | +




6. MATPULA 3ABE3IIEYEHHSA ITPOI'PAMHUX PE3YJIBTATIB
HABYAHHS BIITOBIIHUMMH OCBITHIMU KOMIIOHEHTAMMU

IIporpamni
pe3yJIbTaTH HaBY.

Kowmmo-
HEHTH

OK1

OK2

OK3

OK4

OKS5

OK6

OK?7

OKS8

OK9

OK10

OK11

OK12

OK13

PH1

+

PH2

+

PH3

PH 4

PHS

+ |+ |+ |+ |+

PH6

+

PH7

PH 8

PHO

PH 10

PH 11

PH 12

PH 13

PH 14

+

PH 15

PH 16

+ | +

PH 17

+

PH 18

PH 19

PH 20

PH 21

PH 22

PH 23




